How to Create an Encrypted file using 7-Zip
Encryption

1. Right click on the files you wish to compress and encrypt. Select 7-zip and then Add to archive.

MName = | ~| Date modified |~| Type | =| size | | Tags
@J .. 632013 2:00 PM Microsoft Office Ex... 33KB
E"ﬂDS Medicaid Biling JOT P...  5/15/2013 3:48 PM Microsoft Office W... 39 KB
E‘ﬂDS Medicaid Biling JOT P...  5/17/2013 9:50 AM Microsoft Office W... 247 KB
@JJDT Provider Instruction... 5/31/2013 4:08 PM Microsoft Office W... T3 KB
@JJDT Provider Steps for u... 5/31/2013 4:09 PM Microsoft Office W... T3 KB

Adobe Acrobat Doc 111KB
Microsoft Office Ex

Print
7-Zip 3 Open archive
Open archive 3
Scan for. Viruses... Extract fics...
ST Extract Here
Share... Extract to "Provider Name_SRC_BA3280 February2013\"
Restore previous versions Test archive
Add to archive...
=T i’ Compress and email. ..
Cut Add to "Provider Name_SRC_BA3280 February2013.7z"
Copy Compress to "Provider Mame_SRC_BA 3280 February2013.7z" and email
Add to "Provider Name_SRC_BA3280 February2013.zip™
Create Shortcut Compress to "Provider Mame_SRC_BA 3280 February2013.zip"™ and email

Delete

2. Change the Archive format to 7z, then change the encryption method to the robust AES-256, thirdly
enter your password. Then click OK. The rest of the options can be left as default.

x
Trchive: T~

|Provider Name_SRC_BA3280 February201 SV =l

Archive format: I?z j Update mode:

IAcld and replace files j
Compression level: I Mormal 4 l

 Options
Compression method: LZMA = [ Create SFXarchive

Dictionary size: I 16 MB = l " Co shared files

Word size: 32 ~

r Encryption \
Solid Block size: 2GE = Enter password: \

Number of CPU threads: |2 - I /

Reenter password:

Memory usage for Compressing: 152 MB I

Memory usage for Decompressing: 18 MB

Split to volumes, bytes: < Encryption method: )
| 0 |Fw

Parameters:

OK I Cancel Help
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The compressed encrypted file will be encrypted in 7Z format and saved in the folder that you are working in.

Mame = | vI Date modified | vI Type | vI Size I v|
@]DS Medicaid Biling IOT Pr... 5/16/2013 3:43 FM Microsoft Office Wo... 39KE
@]DS Medicaid Biling 10T Pr... 5/17/2013 2:50 AM Microsoft Office Wo... 247 KB
6511 10T Provider Instruction...  5/31/2013 4:08 FM Microsaft Office Wo. .. 73 KB
W] 10T Pru'u'lder Steps for u...  5/31/2013 4:09 PM Microsoft Office Wo. .. F2 KB

5/31/2013 4:09 PM Adobe Acrobat Doc. .. 111KER
El Provider Mame_SRC_BA... &1/2013 4:01PM TZ File QKB
6/3/2013 5:34PM Microsoft Office Exc... 33KB

3. You can attach the 7Z file to an email and send it to a recipient. The recipient must know the document

password to open and decrypt the file.

-

S Untitled - Message (HTML) - M| X
(O
. o Message Insert Options Format Text 7]
FEERI'TEZ SR T2
Provider Name SRC BA3280 Februan201307 [ KE]
—_
— &
-
This messag= and accompanying decuments are covered by the slsctronic Communications Privacy Act, 18 US.C g5 2510-2321, may be coversd by the HadThIniman-:e Portzbility and
3 (HIPAA) of 1996 and may contzin confidential information or Protected Hezlth Informatio: ended for the specified individual{s) only. If you zr=
respansible for delivering it to the intended recipient, you zre hereby notified that vou have received this document in error and Th.g v review, dissemination, copring
ar the taking af;n\ action basad on the contants of this information is strictly prohibited. Violations may rasult in administrative, civil, or criminal penalties. If you have seceived this
oomerunication in ermos, plesse notify sender imemadiately by email, and delete the message
-
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How to Open (Decrypt) a file using 7-Zip

File Received via Email
Save the 7z document attached to the email to your computer and then Decrypt it using 7-zip so the document
can be opened and updated. You must know the password that the sender used to decrypt and open the file.

Decryption
1. Locate the file saved on your computer, Right-click on the file, select 7-zip and then select Extract Files,

enter the password when requested.

Mame = | vl Date modified | v| Type | v| Size | v| Tags |
@_]DS Medicaid Billing JOT Pr... 5/16/2013 3:48 FM Microsoft Office Wo... 39KB
@_]DS Medicaid Billing JOT Pr... 5/17/2013 9:50 AM Microsoft Office Wo... 247 KB
9] 10T Provider Instruction...  5/31/2013 4:08 PM Microsoft Office Wo... 73KB

@_]JDT Provider Steps for u... 6/11/2013 427 FM Microsoft Office Wo... 139KE
1/2013 4:09 PM Adobe Acrobat Doc... 111KB

9 KB

Open

7-Zip 3 Open archive

—— Extract files...
£2N TOr YILSSs. . Extract Here

Open With... . -
Extract to "Provider Name_SRC_BA3280 February2013Y

Share... Test archive

Restore previous versions Add to archive...
Compress and email. ..

Send To 4 . -
Add to "Provider Name_SRC_BA3280 February2013.7z’

Cut Compress to "Provider Name_SRC_BA3280 February2013.7z" and email

Copy Add to "Provider Name_SRC_BA3280 February2013.zip™

Compress to "Provider Name_SRC_BA3280 February2013.zip" and email
Create Shortcut 4

Delete
Rename
Properties
x

Exract to:
|C:\Users\jquinn\Documents\DS\DS Working"JDT Provider Billing\vaid-j |

Path mode:

I Full pathnames

Overwrite mode:
Iﬂsk before overwrite

2. Afolder will be created when the file is Extracted, the updated file will be located in this folder.

Mame = | v| Date modified | v| Type | v| Size | vI Tags |
J Provider Mame_SRC_BA... 6112013 4:58 PM File Folder

Mame = |v| Date modified |v| Type |v| Size |v| Tags |v|
@_]Prwider Mame_SRC... 6/3/2013 5:34PM  Microsoft Office ... 33KB
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